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Letter from the editor
Dear readers,
This is the second year of the Journal
and we are proud to present another
issue. This issue of the HITSF journal
offers insight into information security
for healthcare practitioners. We hope
you will enjoy it and we welcome your
feedback. Please send questions and
feedback to editor@healthitsecurity.org
-

Hadi Syahrial

Criteria for Selecting a Risk
Assessment Methodology
by Eric Vanderburg

Disclaimer
The author(s) of each article appearing in
this Journal is/are solely responsible for
the content thereof; the publication of an
article shall not constitute or be deemed
to constitute any representation by the
Editors that the data presented therein
are correct or sufficient to support the
conclusions reached or that the
experiment design or methodology is
adequate.
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Criteria for Selecting a Risk
Assessment Methodology
by Eric Vanderburg

Risk assessment is the process of
identifying vulnerabilities,
threats, and risks associated with
organizational assets and the
controls that can mitigate these
threats. Risk managers and
organizational decision makers
use risk assessments to
determine which risks to mitigate
using controls and which to
accept or transfer. There are two
prevailing methodologies for
performing a risk assessment.
These are the qualitative and
quantitative approaches. A third
approach, termed mixed or
hybrid, combines elements of the
qualitative and quantitative
approaches.
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Quantitative
Quantitative risk assessments use
mathematical formulas to
determine the exposure factor
and single loss expectancy or
each threat as well as the
probability of a threat being
realized called the Annualized
Rate of Occurrence (ARO). These
numbers are used to estimate the
amount of money that would be
lost to exploited vulnerabilities
annually called the Annualized
Loss Expectancy (ALE).
With these numbers the
organization can then plan to
control this risk if
countermeasures are available
and cost effective. These
numbers allow for a very
straightforward analysis of the
costs and benefits for each
countermeasure and threat to an
asset. Countermeasures that
reduce the annualized loss
expectancy greater than their
annualized cost should be
implemented if there is sufficient
resource slack available to
employ the countermeasure.
For example, a quantitative
assessment for Company X
identifies $1,000,000 in assets
and due an exposure factor of 1%.
Company X expects to lose
$10,000 annually. In other words,
the ALE is $10,000.
Countermeasures are available
that will reduce this expectation
to $2,000 per year and the
countermeasures cost $7,000 per
year to implement. This
assessment makes it easy to see
the savings of implementing the
countermeasures because the
organization would save $1,000.

The math is as follows: $10,000
loss reduced to $2,000 is a
reduction of $8,000. The
countermeasures cost $7,000.
$8,000 reduction in loss minus
$7,000 for the cost of the
countermeasures equals a savings
of $1,000.
SIDE NOTE:
Single Loss Expectancy (SLE)
SLE=Asset Value * Exposure
Factor
Annualized Loss Expectancy
(ALE) ALE=SLE* Annualized
Rate of Occurrence (ARO)
As you can see, the formulas here
are all based on the asset value
and exposure factor. Therefore,
different quantitative risk
assessments could produce very
different results if the method of
asset valuation differed. One
assessment may use purchase
cost as the asset value but
another may use value to data
owners, operational cost, value to
competitors, or the liability
associated with asset loss. Each
of these values would be
reasonable to use but they would
produce different results.
In the example above, the
decision to implement the
countermeasures would be
different if the asset valuation
turned out to be $850,000 instead
of $1,000,000. Here the ALE
would be $8,500. Now the loss if
still reduced to $2,000 would
result in a savings of $6,500 but
the countermeasures cost $7,000
so the organization would lose
$500 implementing the
countermeasures. It is important
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to recognize how different
methods of asset valuation
impact the assessment. The
methods used in asset valuation
should be documented so that
decision makers understand how
the numbers were obtained.
Qualitative
Qualitative risk assessments use
experience, judgment, and
intuition rather than
mathematical formulas. A
qualitative risk assessment may
utilize surveys or questionnaires,
interviews, and group sessions to
determine the threat level and
annualized loss expectancy. This
type of risk assessment is very
useful when it is too difficult to
assign a dollar value to a specific
risk. This can easily be the case
with highly integrated systems
that house numerous assets and
are subject to a variety of risks.
Qualitative assessments are
usually well received because
they involve many people at
different levels of the
organization. Those involved
with a qualitative risk assessment
can feel a sense of ownership of
the process. Qualitative risk
assessments do not require a
great deal of mathematical
computation but the results are
usually less precise than those
achieved with a quantitative
assessment.
Mixed
It is possible to use a mixed
approach to risk assessments.
This approach combines some
elements of both the quantitative
and qualitative assessments.
Sometimes quantitative data is
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used as one input among many to
assess the value of assets and loss
expectancy. This approach gives
the assessment more credibility
due to the hard facts presented
but it also involves people within
the organization to gain their
individual insight. The
disadvantage of this approach is
that it may take longer to
complete. However, a mixed
approach can result in better data
than what the two methods can
yield alone.
Summary
Risk assessments can use a
quantitative or qualitative
methodology or a combination of
the two to determine asset
valuation, threat levels, and the

annualized loss expectancy due
to vulnerabilities. There are
software applications that will
make performing quantitative
calculations easier for risk
assessments so this approach is
quite useful for those new to risk
assessment. Quantitative
assessments provide clear data
that makes decision making easy.
However, qualitative assessments
utilize experience and may
uncover things missed by a pure
mathematical formula.
Qualitative assessments also
involve more people which can
aid in the acceptance of results.
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One of the most dangerous
security threats today is internal
threat. The Internal Security
Threat is a threat area
encompassing a broad range of
events, incidents and attacks all
connected by being caused not by
external people who have no right
to be using the corporate IT
facilities but by the company’s
own staff, its authorised IT users
[1].
To manage down the internal
security threat, we need to
understand how a company’s
culture and practices can affect
people’s behaviour [1].
According to John Leach [1] the
influential factors fall into two
groups, as illustrated in the
diagram below. The first group,
encompassing
the
user’s
understanding of what behaviours
the company expects of them, is
distinct from the second group,
factors which influence the user’s
personal willingness to constrain
their behaviour to stay within
accepted and approved norms.
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Figure 1: The Factors That
Influence User Security
Behaviours
The user’s understandings of
which behaviours are expected of
them – shown in the top half of the
diagram - are formed from:
- What they are told;
- What they see being
practiced by others around
them;
- Their experience built from
decisions they have made
in the past.
Security behaviour can also be
described using a two-factor
taxonomy, where the two factors
are intentionality and technical
expertise [5]. As shown in Figure 2,
this creates six categories of
security behaviours, where two of
those
behaviours
(Aware
Assurance and Basic Hygiene) are
positive, designed to increase
security, and four of the
behaviours may result in breaches
to security.

Figure 2: Two-factor taxonomy of
end user security behaviours [5]
In fact the majority of human
factor errors could be described as
accidental. Accidental human
factor errors are associated with
the way in which the individual
interacts with a system, and
evidence suggests that people
may encounter problems in
finding, understanding and using
security features [6].
Some evidence suggests that
employees’ failure to comply with
information security guidelines is
the cause of the majority of
breaches in information security
[2]. One common human error
that can lead to security breaches
is referred to as a capture error.
Such errors occur when a familiar
activity or habitual routine takes
over (or captures) an unfamiliar
activity, leading to a cognitive
failure or mistake [3]. These errors
are particularly common during
periods
of
tiredness
or
inattention.
There are five different types of
human factor errors, which can
be used to explain information
security breaches. First, there are
acts of omission, in which people
forget to perform a necessary
action. For instance, in an
information security domain, this
could involve the failure to
regularly change passwords.
Second, errors are commonly
acts of commission, in which
people perform an incorrect
procedure or action, such as
writing down a password. Third,
a number of errors are caused by
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extraneous acts, which involves
doing something unnecessary.
Fourth, errors can be caused by
sequential acts, which involve
doing something in the wrong
order. Fifth refer to time errors,
caused by people failing to
perform a task within the required
time [4].
Inattention and tiredness can also
result in post-completion errors,
in which the individual neglects to
carry out a necessary ‘tidy-up’ or
‘clean-up’ action that is required
after the main goal has been
completed [7]. For example, from
an information security point of
view, the main goal may involve
sending an email from a secure
system. Once that goal has been
completed, it is then necessary to
complete the final action of
logging off the system. A postcompletion error would involve a
situation where the individual in
question fails to complete that
final task, leaving the system open
to a possible security breach.
Since 2001, the CERT Insider
Threat Center has conducted a
variety of research projects on
insider threat. One of our
conclusions is that insider attacks
have
occurred
across
all
organizational sectors, often
causing significant damage to the
affected organizations. Examples
of these acts include the
following:
- low-tech attacks, such as
modifying or stealing
confidential or sensitive
information for personal
gain
- theft of trade secrets or
customer information to
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be used for business
advantage or to give to a
foreign government or
organization
technically sophisticated
crimes that sabotage the
organization’s
data,
systems, or network
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Summary
End-user security behaviours are
an important part of enterprisewide
information
security.
Security failures could be the
result not of poor security
solutions but of poor security
behaviour by staff.
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