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Letter from the editor
Dear readers,
This is the second year of the
Journal and we are proud to
present another issue. This issue
of the HITSF journal offers insight
into information security for
healthcare practitioners. We hope
you can enjoy it and we welcome
your feedback. Please send
questions and feedback to
editor@healthitsecurity.org

Disclaimer
The author(s) of each article
appearing in this Journal is/are
solely responsible for the content
thereof; the publication of an
article shall not constitute or be
deemed to constitute any
representation by the Editors that
the data presented therein are
correct or sufficient to support the
conclusions reached or that the
experiment design or methodology
is adequate.
www.healthitsecurity.org
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Security Policy
Development Life Cycle for
Internet of Healthcare
Things
Hadi Syahrial
Budi Luhur University

The Internet of Healthcare Things
(IoHT) is about interconnecting
People and engaging them in the
optimization of the digital
moments that matter to them [1].
An IoHT can spur a revolution in
medicine, healthcare delivery and
consumer health. Smart medical
devices, including smartphones,
watches, and other bio-based
wearables connected in an IoHT,
can provide improved, pervasive,
cost-effective, and personalized
medical care and wellness [2].
An example of this type of system
is the Freescale Home Health Hub
Reference Platform as shown
below [3]. This system is built on
Freescale i.MX53 application
processing technology and tightly
integrates capabilities – such as
wireless connectivity and power
management – in the telehealth
gateway that enables collection and
sharing
of
physiological
information.
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Figure 1.1

One of the most important challenges of the IoHT is security, the need to provide security policy for the IoHT
implementation becomes ever more important. One methodology for the development of a comprehensive security
policy (SPDLC) is known as the security policy development life cycle [4]. The SPDLC is shown in figure below.

Figure 1.2
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The SPDLC is aptly depicted as a cycle since evaluation
processes validate the effectiveness of original analysis
stage. Feedback from evaluation stages causes renewed
analysis with possible ripple effects of changes in
architecture or implemented technology.

References:

Each of the processes identified in the SPDLC is
explained in table 1.1 below.

[2] Rajeev Alur, Emery Berger, Ann W. Dropnis,
Limor Fix, Kevin Fu, Gregory D. Hager, Daniel
Lopresti, Klara Nahrstedt, Elizabeth Mynatt, Shwetak
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Table 1.1 – SPDLC Processes
SPDLC Process

Explanation/Importance

Identification of
Business-Related
Security Issues

Perform security
requirements assessment of
the IoHT implementation.

Analysis of Security
Risks, Threats,
Vulnerabilities

Identify all the IoHT assets,
threats and vulnerabilities.
Determine risks and create
protective measures.

Security architecture Develop a logical design of
and Process Design security architecture and
associated processes.
Security
Technology and
Process
Implementation

Choose security technology
based on logical security
design requirements.

Audit Impact of
Security
Technology and
Processes

Ensure that implemented
policy and technology are
meeting initial goals.

Evaluate
Effectiveness of
Current Architecture
and Processes

Based on result of ongoing
audit, evaluate effectiveness
of current policy and
architecture of meeting highlevel goals.

Implement all security
technology with
complementary people
processes.

Adjust policy and
architecture as required and
renew the cycle.

[1] Tiziana Rivera, Aviv Gladman, Mike Montaith,
Anne Snowden, Partnering to Create the Internet of
Healthcare Things, Mackenzie Health, June 2015.

[3] David Niewolny, How the Internet of Things is
Revolutionizing Healthcare, Freescale, 2013.
[4] James E. Goldman, Phillip T. Rawles, Applied
Data Communications, A Business-Oriented
Approach, Wiley, 2004.
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Information security is often described using the CIA
Triad. The CIA stands for Confidentiality, Integrity,
and Availability and these are the three elements of
data that information security tries to protect. If we
look at the CIA triad from the attacker’s viewpoint,
they would seek to compromise confidentiality by
stealing data, integrity by manipulating data, and
availability by deleting data or taking down the
systems that host the data.

confidentiality and availability of data can also be used
to protect its integrity since attackers must exploit
similar vulnerabilities or access the same systems on
which they perform other attacks. However,
procedures and training may need to be updated so
that employees are aware of such threats and how to
recognize them. Furthermore, the data that goes into
critical decisions should be validated through alternate
sources.

By and far, most attacks have been focused on
disrupting confidentiality or availability. The number
of data breaches has skyrocketed and there is a
flourishing market for stolen data including personal
health information, credit card numbers, social
security numbers, advertising lists, and proprietary
technology. We also see many attacks on availability
through Denial of Service. However, integrity attacks
are much less commonplace but some believe it will
not stay this way for long. NSA security director,
Admiral Michael Rogers, listed data manipulation as
one of the three most concerning cyber-attacks in the
near future at a hearing of the Senate Intelligence
Committee hearing on September 24, 2015.
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So what does an attack on integrity look like? Let’s
look at two examples.
Enticing an opponent to make a bad decision
There is a software development saying that goes,
“Garbage in, garbage out,” meaning if you let junk
data into your program, it will produce junk for output.
Similarly, junk data used in decision making will
result in bad decisions. Integrity attacks of this sort
aim to sabotage competitors or opponents by
poisoning information stores that their competitors use
to make critical decisions.
Exploiting temporary data inconsistencies
Volkswagen modified their vehicles so that they
would bypass emissions tests. In response, researchers
have requested access to vehicle source code from car
manufacturers. These manufacturers and the
Environmental Protection Agency (EPA) have
opposed this because they fear that this information
could be used to modify vehicles to bypass regulations
or perform other functions outside of the
manufacturer’s specifications.
The good news is that many of the technical controls
organizations already have in place to protect the

U.S. Senate Select Committee on Intelligence, Hearing
on Thursday, September 24, 2015 (Time frame
1:22:40)
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