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Letter from the editor
Dear readers,
This is the fourth year of the Journal and we are very proud to present another
issue.
We at the Health Information Technology Security Forum are very excited about health
information technology and how to secure it and ultimately, the patient data residing on those
systems.
This issue of the HITSF journal offers insight into information security for healthcare
practitioners but it is relevant for many other industries as well. We hope you can enjoy it and we
welcome your feedback. Please send questions and feedback to editor@healthitsecurity.org.
- Hadi Syahrial, Editor in Chief
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Cyber-Physical System can be
described as smart systems that
encompass computational and
physical components, seamlessly
integrated and closely interacting
to sense the changing state of the
real world. Today Cyber-Physical
System (CPS) are becoming
popular in healthcare devices. The
medical device industry is
undergoing a rapid transformation,
embracing the potential of
embedded software, network
connectivity, and complicated
physical dynamics exhibited by
patient bodies. This CPS is called
Medical Cyber-Physical System
(MCPS).
MCPS refers to system that has
been combination of medical
devices, software for controlling
these devices, and communication
channel for interaction. The
conceptual overview of the MCPS
can be seen below in Figure 1.1.
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Figure 1.1

MCPS Development
Developing of MCPS is requires addressing several important challenges, which include security and privacy.
Medical data collected and managed by MCPS is very critical. Unauthorized access or tampering with this
information can have severe consequences to the patient in the form of privacy loss, discrimination, abuse, and
physical harm. Preserving the security of MCPS is thus crucial.
Tianbo Lu, et al., [2] proposes a security framework for assuring cyber-physical system security as seen below in
Figure 1.2.

Figure 1.2
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In general, when attacking an MCPS, adversaries can
choose from four classes of target:
 Patient: An attacker directly targets the
patient’s health. This is usually achieved by
targeting the sensing, processing,
communication, and treatment delivery aspects
of the MCPS. One example might involve an
attacker programming and infusion pump to
administer a larger than necessary dose of
medicine.
 Data: An attacker accesses and individual
patient’s health data from the MCPS in
authorized manner. The consequence is loss of
patient privacy leading to potential
discrimination and abuse.
 Device: An attacker mounts a denial-of-service
(DoS) on the MCPS in some form so that it
cannot perform its task, thus limiting device
availability. This can also result in loss of
privacy in systems that are designed to failopen as suggested in.
 Institution: The goal is to compromise the
interaction between the MCPS and the internal
network of the institution it is deployed in to
obtain access, at a large-scale, to patient data or
network operational information.
Here are some important challenges in securing
MCPS:
 How to develop a model of security and
privacy tailored to MCPS needs.
 How to develop modular and flexible
architecture that incorporates and evolves
technologies for security and privacy.
 How to develop cost-effectives solutions
appropriate to the MCPS environment.
There is no doubt that the security and privacy is one
of the most important concerns in designing an MCPS.
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Geolocation is probably not the first thing that comes
to mind when thinking of ransomware but it is
nonetheless an essential part of it. Geolocation is the
approximate place where an Internet connected device
resides. Geolocation can be determined by Global
Positioning Systems (GPS) on the device such as a cell
phone or via more analytical methods such as
referencing the system’s IP address against online
databases. These repositories and databases are
maintained by Internet Service Providers (ISP) and
Traffic Detection Services (TDS) which use and
maintain repositories and databases on the places
where an IP address has been used.
Geolocation data is general in its specificity, often
providing the location of the device within ten to
twenty miles of its actual location. This is not like the
movies where devices are pinpointed with perfect
accuracy anywhere in the world.
A key consideration here is that these systems are
legal, often complying with privacy policies stated by
the ISP or TDS. However, the use of such systems is
not always as benign.
Ransomware uses geolocation to determine the
language and content of the ransom message it
displays to a user. Cybercriminals know that it will be
much easier to get paid if their victims do not need to
translate their messages first. Likewise, those that
falsely claim to be from a law enforcement agency
have the greatest chance for success when the law
enforcement agency they claim to represent is one that
has jurisdiction over their intended victim.
Interestingly geolocation can also work to your
advantage in some situations. Take, for example,
FLocker, android ransomware that disables itself if it
finds that it is in Armenia, Azerbaijan, Belarus,
Bulgaria, Georgia, Hungary, Kazakhstan, Russia or
Ukraine. In this case, altering your geolocation
presence to one of these countries could prevent the
ransomware from kidnapping your data.
Entire malware variants are sometimes targeted for a
specific region. For example, Dridex and Trustezeb
target the Germany speaking countries, Yebot targets
Hong Kong and Japan, and Zbot targets the United
States, United Kingdom, Canada, Germany, Australia,
Italy and Spain. As you can see, some countries are
not represented here so falsifying your geolocation
data could prevent the malware from executing.
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However, despite how fun this sounds, this is really
not a practical approach to countering ransomware.
No, a far better solution is to implement a good mix of
preventative, detective, and corrective controls.
 Preventative controls - Preventative controls
are designed to stop the malware from
infecting machines or prevent users from
clicking the wrong link or downloading the
wrong app. Examples of preventative controls
include server and workstation hardening,
system and application updates, and end-user
training.
 Detective controls - Detective controls identify
malware that has or is in the process of
infiltrating a system. Controls include
antivirus or antimalware protection, intrusion
detection systems, and anomaly detection.
 Corrective controls - Corrective controls bring
the system back to a functional state. Some
examples include business continuity plans and
backup and recovery mechanisms.
So, in the end, can altering your geolocation protect
you from ransomware? Maybe from one variant, but
you’re more likely to receive your next ransom note in
Russian. Play it safe and cover your bases. About the
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