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Letter from the editor
Dear readers,
This is the second year of the Journal
and we are proud to present another
issue. This issue of the HITSF journal
offers insight into information security
for healthcare practitioners. We hope
you will enjoy it and we welcome your
feedback. Please send questions and
feedback to editor@healthitsecurity.org
-
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Disclaimer
The author(s) of each article appearing in
this Journal is/are solely responsible for
the content thereof; the publication of an
article shall not constitute or be deemed
to constitute any representation by the
Editors that the data presented therein
are correct or sufficient to support the
conclusions reached or that the
experiment design or methodology is
adequate.
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Trust is when you rely on another
person's integrity and strength.
You trust them to do the right
thing under any circumstances.
With trust you can put yourself on
the line and not be afraid that the
other person would sell you out or
leave you battered and bruised.
In a corporate setting, trust among
members makes for an effective
team. The sense of safety that
everyone feels makes it easy to
open up, expose vulnerabilities
and take appropriate risks. So
what happens when trust is
nonexistent?
Productivity will suffer
Rather than work hard to get the
job done, employees would be
constantly on their toes and
hesitant to do something that
would have proven beneficial for
everyone and the company. They
would spend their time protecting
themselves and their interests.
This result in deadlines not met
and goals not realized.
The lack of trust can also lead to
low employee morale that will
result in counterproductive
behavior, lack of ownership over
their work, and high employee
turnover. Worse, when employees
leave, they take with them the
knowledge, skills and abilities that
will help another organization
improve their goals, profit and
performance.
Progress will be stunted
Some of the greatest ideas come
from employees who are not part
of the executive team or a board
member, but if they don't trust
their leaders and managers to
respect their ideas and receive it
with respect, they would rather
keep their ideas to themselves than

share it. Along with the lack of
open communication, a company
could be stuck with the same idea.
Any opportunity to move forward
or to innovate would be hampered
with the lack of collaboration and
communication.
Security will be questioned
Trust is just as important between
the company and its customers. So
what happens if they can't trust
your business' security, whether
online or offline? A recent study
showed that shoppers are wary of
companies that have experienced
security breach. Even if they have
improved their security system,
client would be hesitant to transact
with them again. Sure, trust can be
regained, but it would take a long
time for customers to gain trust on
your security again. Victims, on
the other hand, would probably
never do business with a breached
company again.
Firms that are also vulnerable to
cyber attacks will suffer the same
fate. No customer would do
business with an entity that would
be unable to protect them against
identity theft, fraud and virus
attacks.
This is why establishing trust on
the get-go is vital to any business,
whether it is trust among
employees, between employer and
employee, and between a
company and the client. The lack
of it is simply not an option. A lot
of big corporations, and even
empires crumbled due to the lack
of trust.
About the Author:
Eric Vanderburg
Vice President, Cybersecurity
TCDI
Eric Vanderburg is an information security
executive, thought leader and author known
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for his insight on cybersecurity, privacy, data
protection and storage. Some have called
him the “Sheriff of the Internet” since he and
his cybersecurity team at TCDI protect
companies from cyber threats, investigate
data breaches, and provide guidance on safe
computing.
Eric is passionate about sharing knowledge
of cybersecurity and technology news,
insights and best practices. He regularly
presents on security topics and maintains a
security blog. You can find him throughout
the day posting valuable content on his social
media channels.
@evanderburg
inkedin.com/in/evanderburg
facebook.com/VanderburgE
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anomaly detection,
malware identification,
account misuse, and
vulnerability exploitation.
Cybercrime continues to increase
at an amazing pace and some have
offered that the way to combat
cybercrime is to share more
information. We conducted this
short three-question and answer
session with one of our
contributors, Eric Vanderburg.
Eric Vanderburg is Vice President
of Cybersecurity at TCDI and a
well-known author, blogger, and a
thought leader. He is best known
for his insight on cybersecurity,
privacy, data protection, and
storage. Some have called him the
“Sheriff of the Internet” because
his cybersecurity team at TCDI
protects companies from cyber
threats, investigates data breaches,
and provides guidance on safe
computing. Eric is passionate
about sharing cybersecurity and
technology news, insights and best
practices. He regularly presents on
security topics and publishes
insightful articles.
How can law enforcement,
government agencies and the
private sector collaborate to
combat cyber-crime?
Government agencies, law
enforcement, and private
companies should utilize
tools with standard
frameworks for anonymous
information collection and
correlation. These systems
should not be one-way
such as those that give the
government visibility into
the private sector only.
Rather, the data should be
used by public and private
sector entities to improve

Who should take the lead in the
fight against cyber-crime?
Why?
Industry groups with
backing from large
organizations should help
raise the bar in
information security and
lower the cost for smaller
companies, partners, and
government agencies to
implement security
solutions.

What's government’s role in
fighting cyber crime? What's
the role of the private sector in
fighting cyber-crime?
The government’s role is in
bringing cyber criminals to
justice and to provide a
legal framework where
those who have been
damaged due to a lack of
security controls can
recover losses. The
private sector’s role is to
implement reasonable
security controls and
responsible security
practices to safeguard
organizational and
customer data.

Should the private sector be
mandated to share information
on breaches immediately? Why
or why not?

Notifications alone do little
more than hurt
shareholder value.
Cybersecurity problems
can’t be regulated in the
same was as carbon
emissions. Information
should be shared on an
ongoing basis, not only
when there is a breach. In
this way, anomalies can be
detected while attacks are
still being implemented
instead of after they have
been successfully
deployed. Already, many
companies are utilizing
cloud-based solutions that
aggregate the data from
many customers to
improve security for all.
This provides us with a list
of enemies rather than a
list of casualties.
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