Health IT Security Journal
Volume 5, No. 3

Inside this issue:
GDPR Incident Response
Planning
The right recipe for incident
response
Healthcare Ransomware Incident
Response

A publication of the HITSF

HEALTH IT SECURITY JOURNAL VOLUME 5, NO. 3 |

AUGUST, 2017 - PAGE 1

HEALTH IT
SECURITY
JOURNAL
Volume 5, No. 3

AUGUST, 2017

A PUBLICATION OF THE HITSF

Dear readers,
This is a special issue on incident response. This issue provides
information on how to effectively design incident response for the
new European regulation GDPR as well as more general incident
response strategies.
We at the Health Information Technology Security Forum are very
excited about health information technology and how to secure it
and ultimately, the patient data residing on those systems.
We hope you enjoy these articles and that the articles are informative
and helpful in securing your health information systems. We
welcome your feedback. Please send questions and feedback to
editor@healthitsecurity.org.
Sincerely,
Hadi Syahrial
Editor in Chief
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GDPR Incident Response
Planning
Hadi Syahrial
Budi Luhur University

Abstract
Any company that processes personal
data of EU nationals are required to be
compliant with the new General Data
Protection Regulations (GDPR) by
May of 2018. For many organizations,
GDPR is the reason to improve their
incident response plan. The GDPR
make an organization face challenges
in responding to a personal data breach
in a fast, effective and consistent
manner such as conducting sufficient
investigation
using
forensics,
determining what has happened,
identifying
a
suspected,
and
determining the potential business
impact of the incident. This paper will
describe and explain about incident
response capabilities for improving the
effectiveness of incident response plan
as the impact of GDPR.

Keywords: GDPR, Personal Data, Incident Response
Plan, Incident Response Capabilities
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Introduction
There are several capabilities that serve as a key
component of the Incident Response Plan such as
Response Team Plan, Legal Issues, Personal Data, Data
Subjects, Forensic IT, Cyber Liability Insurance, and
Public Relations / Crisis Communications. These
capabilities need to be a basis for developing or
improving an Incident Response Plan. This paper will
explore these capabilities to improve Incident Response
Plan more effective.
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For improving the effectiveness of incident response
plan, the following capabilities should be developed
and implemented.
-

Response team and plan
An incident Response team should consist of
people with sufficient technical skills. It is
important that the team members consist of
subject matter experts from different domains
across the organization. The following are
examples of capability that relate to the
response team and plan.
 Incident response team and their roles
are in place.
 Clear reporting lines and decisionmaking responsibility is in place.
 Designated board member responsible
for managing incidents.
 Processes for triaging suspected
incidents, identifying actual incidents
and activating the incident response
team is in place.
 The incident response plan is evaluated,
updated, and tested regularly.

-

Personal data
Personal data means any information relating to
an identified or identifiable natural person; an
identifiable natural person is one who can be
identified, directly or indirectly, in particular by
reference to an identifier such as a name, an
identification number, location data, an online
identifier or to one or more factors specific to
the physical, physiological, genetic, mental,
economic, cultural or social identity of that
natural person. The following are examples of
capability that relate to personal data.
 Inventory of data is in place.
 Data appropriately classified.
 Appropriate data destruction policies is
in place.
 Documented inventory of encrypted
data, how data is encrypted, and when
data may be unencrypted is in place.
 Appropriate protection for sensitive
data and data loss prevention is in
place.

General Data Protection Regulation (GDPR)
The EU Directive on Data Protection, adopted in 1995,
could not able to anticipate the increasing importance
and reach of the Internet, or the exponential growth in
methods for the mass-processing of data, such as online
retailing, search engines and social networks. In
response to these needs, the GDPR has superseded the
previous EU Directive to create a unifying data
protection law for all EU Member States.
The GDPR applies to personal data relating to EU
residents regardless of where it is processed. It
redefines the scope of EU data protection legislation,
forcing organizations worldwide to comply with its
requirements. Personal data is any data relating to a data
subject and can include information obtained directly
from the data subject, from other sources, or inferred
through processing or aggregation with other
information. Where the data subject’s name and
additional details are absent, this data may still be
personal in nature, depending on other information to
which the organization has access. If the organization
also has access to a data source that can be used to
infer the identity of the data subject, such as a database
linking record numbers to data subjects’ names, then the
data will be considered to be personal. Personal data
can include electronic data and paper records held in a
filing system, and employee data is considered to be
personal data.
While the GDPR is based on the same data protection
principles as its predecessor, it introduces new rights
for data subjects (identified or identifiable individuals)
such as the rights to the erasure or restriction of the use
of their personal data. It also places new demands on an
organization, for example designating a data protection
officer (DPO) and formally assessing data protection
impacts. The GDPR should not be viewed purely as a
compliance requirement, as potential opportunities
arise from implementation. An organization can use it
as an opportunity to improve data protection and
incident response plan.
Incident Response Capabilities
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Management logs and appropriate
logging of employee access to data is in
place.

Data subjects
A data subject is any person whose personal
data is being collected, held or processed.
Anyone could become a data subject at some
point, whether they are applying for a job,
booking a flight, using their credit card, using
social media, or just browsing the internet, they
disclose some personal data. The following are
examples of capability that relate to data
subjects.
 The ability to appropriately triage and
deal with a client’s response.
 Procedure to deal with data subjects in
an incident scenario is in place.
Legal issues
The organization must often deal with the legal
repercussions including legal and regulatory
investigations and litigation from any harmed
individuals or companies. The following are
examples of capability that relate to legal issues.
 A process for maintaining legal
privilege and confidentiality is in place.
 An appropriate evidence gathering
capability is in place.
 A process for managing and logging
steps taken in the investigation is in
place.
 Appropriate contractual rights to be
notified of incidents by third parties is in
place.
 Appropriate regulators contacts is in
place.
 Ability to gather evidence to a criminal
standard is in place.
Forensic IT
Forensic investigations of “new” computing
devices and media such as mobile devices and
cloud computing are increasing, affecting
enterprise governance more than ever before.
The following are examples of capability that
relate to forensic IT.








Qualified forensic IT capability, either
internally or externally is in place.
Asset inventory to help identify
potentially compromised devices is in
place.
Documented data flows are in place.
Ability to secure and isolate potentially
compromised devices and data, without
destroying evidence.
Documented physical security of the
premises is in place.

-

Cyber liability insurance
Cyber Liability Insurance is a separate policy
written for businesses that are consumers or
providers of technology services or products
that covers liability, property losses, and
expenses associated with cyber incidents. The
following are examples of capability that relate
to cyber liability insurance.
 Process for notifying incidents and
obtaining consent for actions from
insurers is in place.
 Emergency contact details for brokers
is in place.

-

Crisis Communications and Public Relations
The responsibility of crisis management and
public relations is for helping restore business's
reputation. The following are examples of
capability that relate to crisis communication
and public relations.
 PR experienced capability in dealing
with data incidents is in place.
 Pro-active and reactive press statement
templates are in place.
 Procedures to actively monitor social
media after an incident are in place.

References
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The right recipe for
incident response
Eric Vanderburg

Abstract
Healthcare organizations and their partners need to
understand what makes for a successful incident
response plan. This paper breaks the requirements
down into three categories, the team, the plan, and
the accountability.
The team is the group responsible for implementing
the incident response plan. The plan outlines what
to do when an incident occurs, and the accountability
designates specific responsibilities so that the
actions identified in the plan are actually carried out.
These three components provide a recipe for
success.

Keywords: Incident Response
Response Capabilities, IRP

Plan,

Incident
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Security incidents are becoming more frequent, and
damages per incident are increasing on average. It is
likely your company will suffer a security incident
someday. Your level of preparation can go a long way
to minimizing the damages. Those suffering the least
damage from an incident know how to put together the
right team, the right plan, and the right accountability.

The right team
You must have the right people to provide the right
response. Incident response teams should include a
diverse set of individuals across the organization
including executives, information technology, security,
compliance, public relations, legal, forensics, and
relevant third parties.
Executives are the ones who will be able to allocate the
resources necessary to take action during a breach, and
they can rally support and establish budgets for
planning and preparation activities. Executives also
bring legitimacy to incident response plans and
procedures.
Information technology (IT) team members are usually
the first to find out about an incident. Sometimes users
report an incident to IT, and in other cases, IT learns
about the incident through detective security controls
such as log monitoring or intrusion detection systems,
or antivirus.
Security team members take point on validating
reported events and determining if they constitute an
incident. They analyze information collected by
technology tools and assess the scope and impact of the
incident.
Public relations team members communicate with
employees, partners, law enforcement, the media, or
investors regarding the incident while legal team
members evaluate the compliance and contractual
liability and cyber breach notification requirements.
Teams may include both internal employees and
contractors. Incident response is not something most
companies do every day. An effective response
requires individuals who have the unique skills, tools,
and techniques needed to address the incident. Some
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third parties that may be part of the incident response
team include forensics, security consultants, attorneys,
insurance, law enforcement, or upstream providers such
as Internet Service Providers (ISP), datacenters, or
cloud providers.

The right plan
Once the team is assembled, the next step is to create an
incident response plan. Creating the plan is not an
assignment that should be given to one or two team
members. Instead, those involved on the team should
also participate in the incident response planning effort.
Scenarios or tabletop exercises can be used to develop
plans for specific incidents or to enhance existing plans.
Scenarios such as malware infection, ransomware
infection, a lost or stolen device, Distributed Denial of
Service (DDoS) attacks, cyber breaches and social
engineering should be brought up in a meeting where
each team member walks through the actions they
would take in that incident. A facilitator guides the
discussion and aids in making sure critical steps are not
skipped. The output from scenario planning is a
detailed step by step process for handling specific
incidents.

The right accountability
Each task in the incident response plan should have a
designated person or role assigned to it. This provides
accountability and ensures that there will be someone
to conduct those activities during an incident. None of
the tasks identified in the procedures should be
overlooked. It is important also to assign alternates in
case the primary person is unavailable when the actual
incident occurs. Once the incident procedures have
been properly vetted and approved, and the roles are
outlined, response activities should regularly be
practiced, so that incident response team is familiar
with their responsibilities.
Incident response preparation that lacks the right team,
plan, and accountability will not provide your company,
customers, and employees with the guidance it needs
when an incident occurs, and it will happen. Be
prepared.
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Healthcare RTO and MTPOD for
Ransomware Incident Response
Bogdan Salamakha

Abstract
This paper discusses the impact of ransomware on
system availability and the need for backup and restore
capabilities that meet the organization’s recovery time
objective (RTO) and Maximum Tolerable Period of
Disruption (MTPOD). Backup and restore processes
and procedures, and testing requirements are also
required so that organizations can have confidence that
disruptions from a ransomware attack will be within
tolerable limits for contractual and regulatory
requirements and have an acceptable impact on
business operations.

Keywords: Incident Response Plan, Ransomware, IRP

HEALTH IT SECURITY JOURNAL VOLUME 5, NO. 3 |

MAY, 2017 - PAGE 10

Ransomware incident response shares much with
general incident response plans, but it differs enough
that organizations should have planned and prepared for
it specifically.
Ransomware attacks continue to increase, causing
havoc for companies around the world. The best
defense is to have adequate backups in place, but this
will not fully insulate your company from harm because
backups take time to restore. During this time, critical
healthcare systems may be unavailable to doctors,
nurses, and other hospital staff, which can result in
harm to patients.

Evaluating RTO and MTPOD
Both elements should be spelled out by organizational
leaders.
Contractual obligations and compliance
requirements should be taken into account when
establishing these metrics to ensure that provisions in
both are met.
Once the policies are created to establish RTO and
MTPOD, standard operating procedures for backup and
restore operations can be created to meet these
objectives. Ensure that these procedures will meet the
objective even in the worst-case scenario.

Recovery Time Objectives (RTO)

Testing and Evaluation

The Recovery Time Objective (RTO) is the amount of
time required for a restore operation. Recovery
operations should be capable of meeting the
organization’s RTO even when the scope of recovery is
broad, consisting of a large amount of data as is
common in ransomware attacks.

Finally, test backups and recovery controls to ensure
that they are performing adequately. Environments and
IT systems change, and it is important to test systems
when such changes occur. For example, some systems
may move from on-premise to the cloud, and backup
systems could run slower over Internet links. Testing
after such changes will provide business leaders and IT
with the information necessary to modify processes
accordingly to maintain RTO and MTPOD.

RTO includes items such as locating the appropriate
media, loading media, indexing media, restoring or
restoring to alternate locations, overwriting data,
validating data, and coordinating with end users,
stakeholders, and team members.
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In many cases, the length of downtimes exceeds those
of specified in the RTO, the maximum amount of time
required for data to be restored to systems. Longer
downtimes would be expected in some cases since the
downtime involves not only recovery, but also the
initial incident response and identification of which
data to restore.
These additional considerations are core in the
establishment of a crucial element of ransomware
response planning and that is determining how long of
a downtime the organization can sustain.
This
maximum acceptable downtime is called the Maximum
Tolerable Period of Disruption (MTPOD).

Bogdan Salamakha is an experienced cybersecurity
incident responder who has helped hundreds of
companies with data breaches, malware, healthcare
investigations, and other cyber incidents. Salamakha is
the Senior Cybersecurity Engineer at TCDI where he
provides incident response, serves as a cybersecurity
subject matter expert, audits compliance, and executes
penetration testing against corporate networks to
evaluate the security of networks from an attacker’s
viewpoint.
Salamakha also conducts research in cybersecurity
through the reverse engineering of malware and
evaluation of activities of attackers through systems
designed to monitor hacker activities on controlled
systems.
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